PexoMeHIanmnu mo co0/I101eHHUI0
UH(POPMALMOHHOM 0€30MACHOCTH M CAMO3aIIUTe
HeCOBepLICHHOJIeTHUX B ceTu UHTEepHeT

C kaxaplM TOAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AaKTUBHBIX IMOJib30oBaTenen Pynera. Mexny tew,
MIOMHUMO OTPOMHOT0 KOJIMYE€CTBA BO3MOXHOCTEH, UHTEPHET HECET M MPOOJIEMBI.
DTa maMsgTKa JOJKHA TOMOYb TeOe 0e30IMacHO HaXOAUThCSA B CETH.

Komnsromephule eupycoi

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IpPOrpamw,
OTIMYUTEIBHON 0COOEHHOCTBIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nmonosiHeHHE K 3TOMyY, BUPYCHl MOTYT IOBPEIUTh WIH IOJHOCTBEO YHHUUYTOXXUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alyIleHa 3apa)KEHHAs MporpaMMa, a TaKKe MOBPEINUTh WIH AK€ YHHUUTOKHUTH
ONEPallMOHHYI0 CHCTEMY CO BCceMHU (paiiamu B LeIOM. B OOJIBIIMHCTBE CilydaeB
PaCIPOCTPAHSIOTCS BUPYCHI U€pE3 UHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIECPAlMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBIN YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM,;

2. llocrossHHO ycTaHaBiauBail mnauytu (UU(POBBIE 3aIJIaTKH, KOTOpHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opunmanbHoro  caira paszpadborunka OC. Eciaum cymiectByeT  pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE TMOJ MpaBaMH TOJb30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBHPYCHBIE NIPOTPaMMHBIE IPOAYKTBI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHUE HOCUTEIW MH(MOpMAINK, Takue Kak Quiellika, JUCK
WK (paiia U3 MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBali KOMMBIOTEpHBbIE (ailyibl, MOTYYEHHBIE W3 HEHAICKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.



Cemu WI-FI

Wi-Fi - 310 He Bu nepeavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 roay Humepiasnjckas KOMMIaHHUS 3aperucTpupoBaia OpeH]l
"WECA", uto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", koTopsiii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamrero BpeMeHH JIoIIa Apyras abopeBuarypa, KOTopas sSBISICTCS TaKOU
Ke TexHoiormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO MaHO C
HAMEKOM Ha CTaHIapT BbIclIeld 3BykoBoil TexHuku Hi-Fi, yto B mepeBoxe
O3HayaeT '"BBICOKAsi TOYHOCTH'.

Ja, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KCnepThl CUHUTAIOT,
yto obmienocTynasie Wi-Fi ceTr He SIBISIOTCS 0€301aCHBIMH.

CoBeTbl 110 6€301acHOCTH PadOTHI B 00IIeI0CTYIHBIX ceTsax Wi-fi:
1. He nepenasaii cBoro muuHyro nHpopmManmio uepe3 obiienoctynasie Wi-Fi

cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnionb3yit 1 OOHOBIISIE aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonszoBanuu Wi-Fi otkmroun ¢yskiuo "OOmmii A0CTyn K
daiinam u npuntepam". JlaHHas GyHKUIHS 3aKpbiTa MO yMOJYaHUIO, OIHAKO
HEKOTOPbIE MOJIH30BATEIN aKTUBUPYIOT €€ Il yI00CTBa MCIIOJIb30BaHUs B paboTe
uim yueoe;

4. He wucnons3yil nyomumuneii WI-FI nns mepegaun JHMYHBIX JIaHHBIX,
HarpuMep JJIsl BBIX0JIa B COLIMATBHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Ucnonb3y#t ToJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun (yHkiuio "Tloakmouenue k Wi-Fi
apToMarnuecku". He momyckail aBTOMaTHMYE€CKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

Couuanvuvie cemu

CornpanapHbIe CETH aKTUBHO BXOJAT B HAIITy )KM3Hb, MHOTHE JIFOJU PabOTaroT
W KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJIIHAP]T YETOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IIaHeThl. MHOTHE IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(pOpPMAIHs, pa3MElICHHas UMHU B COIMAIBHBIX CETAX, MOXKET
ObITh HalJieHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTelIbHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COLIMAIBHBIX CETAX:



1. Orpannyb crucok napy3eid. Y TeOs B APY3bsiX HE JOJDKHO OBITH
CIIy4ailHbIX U HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO 4YacTHYIO Xu3Hb. He ykaspiBail maposu, TenedoHsl,
ajpeca, JaTy TBOEro PpOXICHUS U JIPYryl0 JHUYHYIO  HHGOPMAIHMIO.
3110yMBIIICHHUKHA MOTYT UCITOJIB30BaTh JakKe HH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3ammiail CBOIWO pemyTaiuio - JIEpXKU €€ B YUCTOTE U 3ajaBail cebe
BOIPOC: XOTEN OBbI ThI, YTOOBI APYTHUE MOJIB30BATEIN BUICTH, YTO ThI 3arPyKaelb?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecau Tbl TOBOPHUIIG C JIIOABMH, KOTOPBIX HE 3HACIIb, HE UCTIOIB3YH CBOE
peajgbHOe UMS U JIPYTYIO JTUYHYIO MH(OpMAIUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poYee;

5. U36erait pazmemienus: pororpaduii B MaTEepHeTe, r/1e Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpauuu B COLUAIBHOW CETH HEOOXOAUMO UCIIOJIL30BaTh
CJIOHBIE TIAPOJIH, COCTOSIUE U3 OYKB U IIU(P U C KOJTUIECTBOM 3HAKOB HE MECHEE
8;

7. Jns  conmuaibHOM CETH, TOYTHI W JPYrUX CalTOB HEO0OXOIUMO
UCITI0JIB30BaTh pa3Hble nmapoyu. Toraa ecinu Te0s1 B31OMAIOT, TO 3I0YMBIIIEHHUKA
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE CPa3y.

Inekmponnvie 0eHveu

DONEeKTpOHHBIE JE€HbIM - 3TO OYEHb YAOOHBIM CHOCOO MmiiaTrexeid, OJHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEeKTPOHHBIE IEHbI'U MOSIBUIIUCH COBCEM HEJJABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU (QYHKITMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, TIIe
WX pa3AeNsiloT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs NpoBOIUTh onepauuu 0e3
UAEHTU(UKALIMK TTOJIb30BATENS], @ B HEAHOHUMHBIX MIACHTU(UKAIUS [T0Ib30BATENSA
ABJIIETCS 00S3aTENBLHOM.

Taxxke crnenyer pas3nuyaTh DJEKTPOHHbIE (UaTHBIE JEHbIU (paBHBI
rOCYJAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
roCyJJapCTBEHHBIM BaIIOTaAM).

OcHOBHBIE COBETHI TIO 0€301MacHON PabOTe C IMECKTPOHHBIMU JICHBAMU:

1. IlpuBsoxku k cuyeTy MOOWIBHBIA TeneoH. DTO camblii yHOOHBIA U
OBICTPBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. I[lpuBs3anubiii TenedoH
MIOMOXKET, €Ciu 3a0yJellb CBOM IIJIATEeKHBIM Mapojib WX 3aijienib Ha calT ¢
HE3HAKOMOI'0 YCTPOMCTBA;



2. Hcnonb3yili oaHopa3oBble maposn. llocne mepexoga Ha YCHIEHHYIO
aBTOpHU3alLlMI0 TeOe yXe He OyIeT yrpokaTh ONAcHOCTh KpaKu WJIM IepexBara
IUTATEXHOTO MapoJIs;

3. BeiOepu cnoxHblii naponb. IlpectynHukam Oyner He HMpoOCTO yraiaThb
CJIO>KHBIN Iaposib. HazmexHsle maposy - 3T0 MapoJiv, KOTOPBIE COAECPkKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B ce0s CTpOUYHbIE U MPOIMHUCHBIE OYKBBI, HUGPBHI H
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
t.11. Hanmpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSIEILIb.

Inekmponnasa nouma

DNeKTpoHHAs MOYTa - 3TO TEXHOJIOTHS U IPENOCTABIISIEMBIE €10 YCIYTU I10
NEPECHUIKE U MOIYYEHUIO JIEKTPOHHBIX COOOILEHUH, KOTOPBIE paCIpPeNEsIOTCs B
KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAIUAT
CJIEYIOIKMM 00pa3oM: UMsI_TI0JIb30BaTeNA(@uMs_aoMeHa. Takke Kpome nepeadu
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh IIEpe1aBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHON padOTE C AIEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh NpaBHIIbHBIA TMOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTUHTE;

2. He yxa3bIBail B TWYHOM moyTe JU4Hy0 nHbopmaruio. Hanmpumep, nydiie
BBIOpATh "My3bIKaIbHBIN  (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonb3yld ABYXATAHYK aBTOPHU3ALMIO. DTO KOTJAa MOMHUMO MapoJs
HY>KHO BBOJUTB KOJI, TpUChUIaEMBbIN 10 SMS;

4. Be1bepu CJI0KHBIN TTaposib. [[J1s Kaxka0ro NOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Ecmu ectp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Hcronap3yll HECKOJIBKO TOYTOBBIX SIIMKOB. IlepBbIf 11 4yacTHOM
MIEPENNCKU C aJApecaramu, KOTOPBIM Thl JOBEPSECHIb. JTO AJIEKTPOHHBIM agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPALIMHU Ha OopyMax U calTax;

7. He oTkpsiBail ¢aiiibl U Apyrue BIOKEHUS B MUCbMAaX, JaXK€ €CIH OHU
NPUILIA OT TBOUX Apy3eu. Jlydiie yToyHM y HUX, OTIPABISIN JU OHU TeOEe 3TU
(haisl;

8. Ilocne okoHyaHust paOOTHl Ha TOYTOBOM CEpPBUCE MEpeNd 3aKphITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxaTh Ha "BeiidTh".



Kubepoynnunz unu supmyaibhoe uzoeeameibcmeo

KubepOymauHr -  mpeclieJOBaHHE  COOOILIEHUSIMH,  COJAEpXKAIIUMU
OCKOpOJIeHMs, arpeccuro, 3aIlyTMBaHNUE; XYJIUT'aHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 60pHOE ¢ KHOSPOYTITMHTOM:

1. He Gpocatics B 60ii. JIydmmii cioco0: MOCOBETOBATLCS Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHa4daJle yCHOKOUThCS. Eciam Tbl
HAYHEIIb OTBEYaTh OCKOPOJEHMSIMH Ha OCKOPOJIEHUS, TO TOJBKO emie OoJblie
pa3oxoKeb KOH(IUKT;

2. Yrpaisi cBoel KubeppenyTaimei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyIlecTBYIOT CHOCOOBI BBIICHUTh, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMraHCKMU o0Opa3 BUPTyaJbHOM >ku3HU. WHTEepHeT
(uKCUpyeT BCe TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupyii enuHuuHblii HeraTuB. OJHOpPa30BbIE OCKOPOUTEIbHbBIE
cooOIIeHusT Jydmie UrHopupoBaTb. OOBIUHO arpeccusi IpeKpalaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTb OJOKHUPOBKM OTHPABKUA COOOILIEHHH C
OTPEEICHHBIX aIPECOB;

8. Ecnu 11 cBUAeTens knbepOyuHra. TBou NeHCTBUS: BBICTYIIUTh IPOTHB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,
HNoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKasi IMOMOIb, COOOIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.

Moounvnuiit menegpon

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIMOHAT, W TEMepb OHM MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMITboTepamMu. OHAKO, CPEACTB 3aAIUTHI I TIOJOOHBIX YCTPONCTB TIOKA OYCHB
Majo. TecTmpoBaHWE M TIOMCK VYSA3BUMOCTEH B HHX TIPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJIHAKO pacHMpeHue (QyHKIMOHAla BIe4YeT 3a CcoOoM
OOJBIITYIO CIIO)KHOCTH U MEHBIITYIO 3aIUIIIEHHOCTD.

Jlaeko HE Bce MPOU3BOAMTEIIM BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHC
KPUTHYECKUE YI3BUMOCTH JIJISI CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:



Hudero He sBnsiercs mo-HacTosimeMy OecruiaTHbIM. Byns octoposkeH, Beapb
Korjia Tebe mpeayiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUJIATHBIE YCIIYTH;

Hymaii, mpexe uem oTnpaBuTbh SMS, ¢oto uim Bugeo. Thl TOUHO 3HAEIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcrnons3yit aHTUBUPYCHBIE TTPOTPAMMBI JJIsI MOOUJIBLHBIX TEIE(HOHOB,;

He 3arpyxaii mpuioXeHus OT HEU3BECTHOIO MCTOYHUKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Tkl BBIMJEIIL C CaliTa, TJi€ BBOAWJ JIMUHYIO UH(POpPMAIIHUIO,
3aii B HACTPOIKM Opay3epa U yaaiu cookies;

[Tepuoauyecku npoBepsid, KaKue MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJBHOTO Tele(OHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZIa Thl UM HE ToJb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online uzpo

CoBpeMEHHBIE  OHJIAWH-UIPBI - 3TO KPAacOYHbIC, 3aXBaThIBAIOLIUE
pa3BiedyeHUs, OOBEANHAIOIINE COTHU ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JTaHHBI UM MHp, OOLIAIOTCS APYT C APYrOM, BBINOJHSIOT 3a/laHusl,
CpakaloTCsl ¢ MOHCTPAMHM W ITOJYYarOT OIBIT. 3a YyAOBOJIbCTBUE OHM IUIATST:
MOKYMNAaroT JUCK, OTNIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3T cpencTBa uayT Ha NOAEPKAHUE U PA3BUTHE UI'PHI, 4 TAKKE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOoBbIE 3aIIaTKU AJI IPOrpaMM), 3aKPbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIBKO KpaXM TBOErO I1apoJisi, HA KOTOPOM OCHOBAaHA CUCTEMAa aBTOPHU3ALUHU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroif urpok BeneT ceds MIOX0 WIHM CO3/1aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicss aIMUHUCTpAaTOpaM WIPbl Ha IUIOXOE IIOBEJIEHHE 3TOTO
UIPOKA, JKEJIATENBHO MPUII0KUTH KAKUE-TO JOKA3aTEIbCTBA B BUE CKPUHOB;

3. He yka3biBaii mnunyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeouIMaibHbIe TATYH U MOJIBI;

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;



7. Jlaxke BO BpeMs WIPbl HE CTOWT OTKJIIOYaTh aHTUBUpPYC. Iloka TbI
UIPacIlb, TBOM KOMIIBIOTEP MOT'YT 3apPa3UTh.

Duuiunz unu Kpa)3ca 1U4HbIX OAGHHBIX

OOBIYHOM Kpakell JeHer U JOKYMEHTOB CETOJHS YK€ HUKOTO HE YJMBHIIIb,
HO C pPa3BUTHUEM WHTEPHET-TEXHOJOTUN 3JIO0YMBIILUICHHUKN TEPEMECTUIIUCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tak mosiBUIach HOBas yrposa: MHTEPHET-MOIICHHWYECTBA WM (DUIIUHT,
IJIaBHAsl IIe7Tb KOTOPOTO COCTOMT B TIOMYyYECHHH KOH(MHUICHIIMATBHBIX JaHHBIX
MOJIb30BaTENeH - IOTMHOB W mapodeil. Ha anrmuiickom si3bike phishing unraercs
kak gumuHr (ot fishing - peiOHas n0Bms, password - mapoip).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii Thl mOJ0O3peBacilb, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HeOOXoAMMO  3a0JIOKUpOBaTh €€ W COOOIIMTH
aJIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie B€O-CaiiThl, B TOM YKCJI€, THTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. HWcnonb3yl cnokHbiE M pa3Hble Mapoiu. Takum o0pa3om, eciau Teds
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
npouIIIo B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JIOMaid, TO HEOOXOAMMO MPEeAYyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100ABJIEHbI y T€0s B APY3bsiX, O TOM, YTO T€0s B3JIOMAIH U,
BO3MOXHO, OT TBOETO UMEHU OYyJI€T pacChlUIaThCs CIaM U CChUIKU Ha (DUIIIMHTOBbBIC
CaMThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail (aitibl U Apyrue BIOXKEHHsS B MUChMax, JaXe €CId OHU
MNPUIILTA OT TBOWX Apy3el. Jlydille yrouHu y HUX, OTIPABISUIIN JIM OHH TeOe ITH
(baibl.

Hudgposeasa penymavyusn

[udpoas penyrtauus - 3TO HEraTUBHAs WM MO3UTHBHas MHQOpMAIUS B
cetu o Tebe. Kommpomerupyromas wuHbopmaius, pa3MelleHHas B HUHTEpHETE,
MOKET CEpPhE3HbIM 00Pa30M OTpa3uThCA Ha TBOEW peasibHOM >ku3HU. "l{udposas
penytamus” - 3T0 TBOW UMUK, KOTOPBIA opMupyercs U3 uHdopmanuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TMOJOXKEHHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICICHHO OTHOCATCA K MyONMKAaIMHM JMYHOM
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX MOCHenCTBHM. Thl maxe He



CMOJKEIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JeT Ha3ajd, craia
IPUYMHON OTKa3a NPUHATH TeOs Ha paldoTy.

KommMmenTapuu, pa3menienue t1Boux (otorpaduii u 1pyrue qeicTBUS MOTYT
HE MCYE3HYTh JaXe II0CIE€ TOro, KaKk Thl MX yJIajnullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToMajga JU OHAa B TIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJIABHOE: YTO MOIyMarOT O Te0e OKpY’Kalolue JIIO/IH,
KOTOpBIE HAWAYT W yBUAAT 3T0. Haiftu nHopmammio MHOTO JIET CIYCTS CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIECHUH, TaK U C HAMEPEHHUEM MIPUYUHUTE Bpea. ITO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIMUTE HU(PPOBOM pEIyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaaBaTh y ce0s B Oyore
WJIH B COIMAJILHOM CETH;

2. B Hactpoiikax mpo@uisg yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOro, cliesiail ero ToAbKO "1 Apy3eit”;

3. He pa3memiaii u He yka3piBail HH(MOpMAIUIO, KOTOPask MOKET KOro-J1u0o
OCKOPOJISITh WK OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHBIE TIOJB30BATENU  IHUGPOBOrO
npocTpancTBa. OJHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTHUMU
BO3MOXKHOCTSIMU  Iu(ppoBoro  Mupa  TpeOyeT  coOMoieHHs TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyaldbHasT COOCTBEHHOCTH"' OTHOCHUTCA K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HauyMHas C HOBBIX H300pPETEHHMI U 3HAKOB,
0003HaYaroMKX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYTH, U 3aKaHYMBasl KHUTAMH,
dboTorpadpusiMu, KWHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - ATO MpaBa HA HUHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPHl U UCKYCCTBAa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KAaueCTBE TapaHTUH TOTO, YTO HHTEIICKTYaJIbHBIM/TBOPUECKUNA TPYJ aBTOpa HE
OyJIeT HampacHbIM, J1acT €My CHpaBeIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpynAa, MOJIYYHUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
pa3pelieHusi aBTOpa HE  MOXET BOCHPOU3BOJAWTH €r0  MPOU3BEIICHHUE,
pacnpocTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBATh, IMPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJHATH, MOKA3BIBATH/UCIIONHITH B dUpe WU
pasmewars B IHTEepHETE.

Hcnonp3oBanne "muparckoro" MPOTPaMMHOTO  OOECICYCHHS  MOMKET
NPUBECTM K MHOTUM pHCKaM: OT TOTEPH JaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOICTBA, IJie YCTAaHOBJEHA HelerajibHas nporpamma. He



CTOUT TAKXKC 336BIBaTB, 4TO CYIICCTBYIOT JICTAJIbHBIC W OecruiaTHBIE IMporpaMmal,
KOTOPBIC MOKHO HaAWTH B CETHU.

Ilopman Cemesuuok.py

CereBrn4OK.p( - TBOU IJIaBHBIA COBETYMK B CETH. 3[1€Ch Thl MOKEIIb y3HATh
0 0€30MaCHOCTH B CETU MOHSATHBIM U JOCTYIIHBIM SI3bIKOM, a P BO3HUKHOBEHUU
KPUTHUYECKON CUTyallUH OOpAaTUTHCSA 3a COBETOM. A TakXe NPHUHATH y4acTHE B
KOHKYpCaXx M CTaTh CaMbIM [IU(POBBIM I'PaKIaHUHOM !



